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Incidence response
Incidence response is a coordinated approach to address and manage the aftermath of a security breach or cyberattack. Essentially, incident responses are methods that an organization uses to respond and manage a cyberattack. Incidence response aims at handling the situation in a manner that minimizes recovery time and costs. Incidence response is also called a security incident, an IT incident, or a computer incident. With the increase in cybersecurity and cyberattacks, organizations should know how to deal with the aftermath of such attacks to ensure the continuity of business (Van der Kleij et al., 2017).
The purpose of security incidence response is to manage and respond to a cyberattack or security breach. Cyberattacks are increasing in both scale and frequency. This calls for a response from an organization. An organization needs to have plans in place to counter these attacks. Incident responses act as the company’s cyber defenses (Van der Kleij et al., 2017). 
The computer security incidence response team (CSIRT) is tasked with executing incident responses in an organization. The team follows the company's incident response plan as set up by the organization. The Incident Response Team comprises experts from the IT information security, IT auditors, and physical security staff. These staffs are crucial in conducting incidence responses.  
Incidence response is executed in six steps. These are the steps to a response plan. The first step is the preparation which involves coming up with policies and procedures that will be followed in the event of a cyberattack. The second step is identification, whereby breaches are detected, enabling quick response (Mandia & Prosise, 2001). Containment is the third step which involves containing the damage and preventing further damage. Eradication is the next step whereby internal systems are neutralized and restored. Then the recovery step involves ensuring the affected systems are no longer compromised and can work again normally. The last step is the lessons learned step that involves completing incident documentation and improving future response efforts. 
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